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Synonyms
Security Information Event Management (SIEM)

Background
The decreasing cost of storage and computing
power and the increasing ease and costeffectiveness of data centers and cloud computing
have given way to technology platforms that
provide a meaningful picture of a network using
the massive volumes of data now created by
enterprise systems. This analysis and mining of
data is also a way to monitor the security posture
of an organization by extracting security-relevant
data from its systems (Cloud Security Alliance
Big Data Analytics for Security Intelligence
2013; Early and Stott 2015).

Definition
Security analytics, which separates malicious
activity from normal usage patterns, leverages
data analytics to assist with system security.
The field encompasses analytic capabilities
that enable the analysis of large quantities
of structured and unstructured data across
large infrastructures in a short amount of
time, allowing monitoring and surveillance of
activity such as network traffic, web transactions,
network servers and nodes, and user credentialing
to detect threats and to provide an overall picture
of a system’s security posture.

Theory OR Application OR Both
The field of security analytics sprang from
data science (e.g., advanced mathematics,
statistics, and data mining), machine learning,
programming, and even aspects of game theory
to combine skills related to communication,
visualization, business understanding, and
creativity (Early and Stott 2015). The field
creates a business security awareness through
fusing data across different aspects of a system
to provide cybersecurity solutions such as root
cause analysis, pathway analysis, application
discovery, data leakage discovery, and insider
threat analysis (Mahmood and Afzal 2013).
Industries such as healthcare, insurance, and
other modern enterprises benefit from its use
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(Cloud Security Alliance Big Data Analytics for
Security Intelligence 2013).
As data analytics provides users with
an understanding of data patterns, security
analytics provides insights into datasets from
automated logs and sensors through data mining,
machine learning, statistics, and natural language
processing and presents the knowledge in a
graphical and ordered format via advanced data
visualization techniques (Verma et al. 2015).
The insight from data analytics can come from
active (stream processing) data sources as well
as passive (batch processing) sources, such as
network logs, health certificates, etc. The goal of
such analysis is to separate the patterns created
by legitimate users from the patterns that indicate
suspicious behavior (Mahmood and Afzal 2013;
Cloud Security Alliance Big Data Analytics for
Security Intelligence 2013). Thus, security analytics differs from traditional approaches, allowing analysts to utilize mathematical models to
analyze security-relevant information from vast
volumes of data and visualize that information in
a user-friendly format (Early and Stott 2015).
Security analytics utilizes diverse data
sources; enterprise-level data storage; Extract,
Transform, and Load (ETL) functionality; Big
Data Appliance (BDA) engines; and monitoring
systems. These are coupled with advanced
security controls, interactive dashboards, robust
security infrastructure, and big data integration
infrastructure to create a way to monitor network
traffic, web transactions, network servers,
network nodes, or even credentialing of users
(Mahmood and Afzal 2013). This utilization can
provide a way to aggregate different types of
data (categorical, discrete, and continuous) to
alert analysts to outlying patterns of behavior
(Verma et al. 2015). It can also handle large
volumes of data coming from different sources at
a rapid rate (Mahmood and Afzal 2013). Security
analytics reduces the time needed to correlate
data, consolidate the information, and interpret
the data for a security perspective. It also links
long-term continuous data for forensic analysis
(Cloud Security Alliance Big Data Analytics for
Security Intelligence 2013).
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The situational awareness created through
the analysis of data collection on a larger scale
can provide a deeper analytic perspective, a
consolidated look at security-related information,
and real-time analysis of data (Cloud Security
Alliance Big Data Analytics for Security
Intelligence 2013). Examples of the benefits of
this type of analytics include preventing the theft
of intellectual property, reducing event response
time, lowering costs, increasing accuracy, and
assisting with fraud prevention, governance, and
risk compliance (Mahmood and Afzal 2013).

Open Problems and Future Directions
Among the problems with the security analytic
approach to cybersecurity is the presence of the
active adversary, with adversaries adapting their
behavior to disguise their intent. Other problems
include potential dataset poisoning, base-rate fallacy, and attack time scale issues (Verma et al.
2015).
Dataset poisoning occurs when an adversary
intentionally contaminates available datasets
(Verma et al. 2015). This poisoning could
compromise availability, with the adversary
injecting so much bad data that the information
becomes useless, or it could target integrity,
leaving a backdoor that an attacker can leverage
to contaminate the results in the adversary’s
favor. Outlier detection is the most common
defense against dataset poisoning (Moisejevs
2019).
Base rate fallacy, the incidence of false
positives being far more likely than true
positives, occurs when the prevalence of attacks
is much smaller than the prevalence of nonattacks. Higher precision analytics are needed to
overcome the base-rate fallacy problem, as this
could result in positives being ignored over time.
Attack time scale issues can happen when
attackers flood a system with items to cause the
system to be overwhelmed with false alarms and
miss the real attack (Verma et al. 2015). Attack
time scales can be much smaller than classification time scales. Faster analytics are needed to
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avoid attackers defeating analytics through floods
and to enable timely automated reactions.
Additional concerns are the need for efficient
selection of relevant data and the lack of industry
standardization to test the trustworthiness of a
product’s output, which could lead to insufficient
security coverage (Mondek et al. 2017).
Gaps in the field include the lack of good
publicly available datasets, the lack of humanunderstandable classification methods, and the
attacker’s ability to defeat classification algorithms (Verma et al. 2015).
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